[ Downloaded from jhsw.tums.ac.ir on 2026-06-17 ]

[ DOI: 10.18502/jhsw.v15i3.21411 ]

JHSW

OPEN ACCESS

Journal of Health and Safety at Work 2025; 15(3): 532-557
TUMS

ORIGINAL RESEARCH PAPER

Developing an Integrated Framework to Reduce Uncertainty in
Process Risk Assessment Based on Dempster-Shafer Evidence
Theory and Bayesian Network: A Case Study in Oil Reservoirs Using
Multiple Sources of Evidence

Kazem Samimi*, Esmaeil Zareie*?, Mohsen Omidavar’, Javad Ghyasi®, Parham Azimi®,
Mostafa Pouyakian*”

1 Department of occupational health and safety engineering, School of Public Health and Safety, Shahid
Beheshti University of Medical Sciences, Tehran, Iran

2Department of Safety Science, College of Aviation, Embry-Riddle Aeronautical University, Prescott, AZ,
86301, USA

3 Robertson Safety Institute (RSI), Embry-Riddle Aeronautical University, Prescott, AZ, 86301, USA

4 Department of Occupational Health Engineering, Faculty of Health and Nutrition, Bushehr University of
Medical Sciences, Bushehr, Iran

> HSE Department, National Iranian Oil Product Distribution Company (NIOPDC), Tehran, Iran

¢ Department of Industrial Engineering, Faculty of Industrial and Mechanical Engineering, Qazvin Branch,
Islamic Azad University, Qazvin, Iran

Received: 27/1/2025 Accepted: 8/7/2025

ABSTRACT

Introduction: Fire risk assessment in oil storage tanks faces challenges due to incomplete, conflicting,
and uncertain data, particularly when empirical evidence is limited. Traditional point-based likelihood
estimates often fail to capture expert doubt and epistemic uncertainty. This study aims to develop and
evaluate a novel hybrid framework combining Dempster-Shafer Theory (DST) and Bayesian Networks (BN)
to improve the trustworthiness of fire risk prediction in such industrial settings.

Material and Methods: The proposed approach integrates DST to model expert uncertainty through
interval probabilities (Bel-Pl) and BN to dynamically update causal relationships as new information
appears. The study implements computational coding to enable DST calculations for five expert opinions
across 243 scenarios, overcoming prior limitations in multi-expert modeling due to computational
complexity.

Results: The hybrid DST-BN framework demonstrated superior ability to incorporate incomplete and
conflicting expert data, reducing overconfidence linked to point estimates. Interval probabilities offered
more trustworthy representations of epistemic uncertainty, while BN integration allowed traceable
and adaptable causal modeling. The computational solution facilitated practical application of DST with
multiple experts, enhancing the strength of the risk assessment.

Conclusion: This research provides an effective DST-BN hybrid methodology for assessing fire risk in fixed-
roof oil tanks, improving accuracy and trustworthiness in complex industrial environments. By addressing
the shortcomings of point-based methods and enabling multi-expert participation, the framework
supports clearer and more defensible probabilistic inferences. Future work may focus on integrating
real-time sensor data and Al-based decision systems to further strengthen dynamic risk assessment
capabilities.

Keywords: Dempster-Shafer Theory; Bayesian Network; fire risk assessment; storage tanks; uncertainty
handling; industrial safety
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1. INTRODUCTION

Storage tanks play a crucial role in the oil and
chemical sectors, serving as vessels for holding raw,
intermediate, or finished products. Particularly,
fixed roof tanks found in petroleum depots store
significant amounts of hazardous and flammable
substances. Incidents such as fires, explosions,
and release of dangerous materials can result
in devastating consequences for both people
and finances. Among these incidents, pool fires
frequently occur in oil tank facilities. Conventional
techniques like Fault Tree Analysis (FTA) have
been commonly used for risk evaluation; however,
they face challenges in managing uncertainties
arising from incomplete information, simplified
models, and the assumption that events occur
independently. These uncertainties, which can be
categorized as aleatory and epistemic, have the
potential to greatly undermine the reliability of risk
assessments. In recent years, a variety of methods,
including fuzzy logic, Bayesian Networks (BN),
and Dempster-Shafer Theory (DST), have been
employed to tackle these uncertainties.

The primary drawback of the Bayesian Network
(BN)-based method lies in its dependence on
single-point probability estimates. Root nodes
need to be initialized probabilistically, but often,
the available data and information are quite sparse.
Consequently, the insights of experts become the
main source of data. Similarly, fuzzy theory depends
on traditional sets referred to as fuzzy expressions.
Employing linguistic terms in fuzzy logic to handle
uncertainty in risk assessment can be problematic,
largely due to the vague and subjective nature
of these terms. While fuzzy logic offers tools for
quantifying uncertainty, terms can be interpreted
in various ways, potentially leading to errors in
judgment. A significant challenge arises from
the fact that linguistic expressions are inherently
subjective, resulting in different interpretations
among experts, which can cause inconsistent
assessment results. Additionally, fuzzy models that
utilize natural language often struggle to effectively
capture all facets of risk, particularly in intricate
scenarios that demand precise data. Moreover,
merging fuzzy models with traditional statistical
and probabilistic approaches is challenging,
as linguistic terms are qualitative and lack the
necessary numerical accuracy, limiting thorough
risk analysis. As a result, it appears that estimates
of event probabilities are fundamentally shaped by
epistemic uncertainty, and data frequently remain
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incomplete, inconsistent, and at times, difficult to
validate empirically.

Previous research has introduced various
frameworks for assessing safety risks, primarily
utilizing Bayesian Networks (BN) or Dempster-
Shafer Theory (DST) on their own, each possessing
distinct advantages and drawbacks. Bayesian
networks excel at handling probabilistic reasoning
and identifying conditional dependencies;
however, they struggle when faced with significant
uncertainty or conflicting data. On the other hand,
Dempster-Shafer Theory is proficient in addressing
uncertainty and synthesizing information from
diverse sources, although it lacks the ability to
visually depict causal connections, which is a
strong suit of Bayesian Networks.

This study aims to introduce and implement a
combined framework that integrates both Bayesian
Networks and Dempster-Shafer Theory, with the
goal of improving the precision and dependability
of fire risk evaluations in oil storage tanks. The
suggested framework is designed to accommodate
incomplete and uncertain data from various origins,
effectively model the causal relationships between
different events, and produce reliable results even
when information is scarce. By doing so, it enables
decision-makers to obtain a clearer understanding
of the risk levels involved and facilitates more
informed choices regarding the establishment of
preventive strategies and emergency protocols.

2. MATERIAL AND METHODS

This study adopted a comprehensive multi-step
approach to develop a hybrid DST-BN framework
for conducting risk assessments. The research
focused on an oil product depot located in South
Khorasan province, Iran, which featured fixed roof
tanks for diesel storage. The initial phase involved
identifying hazards through consultations with
experts and on-site evaluations. A pool fire scenario
was chosen as the main risk factor. A thorough fault
tree was created, consisting of 47 basic events and 23
intermediate events. Expert assessments regarding
the probabilities of basic events were gathered using
a three-tier scale: true (T), false (F), and unknown
(T, F), allowing for the incorporation of uncertainty
through DST. Basic Probability Assignments
(BPAs), along with belief (Bel) and plausibility (P1)
values, were calculated in accordance with DST
principles using RStudio programming. Creating
a reliable fault tree requires the collaboration of
varjous experts, bringing together their knowledge
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Fig. 1: Bayesian network related to the pool fire scenario in the studied tanks

Table 1: Key outcomes from DST and BN integration for the top event

Event
Pool fire in fixed roof tank

and experience. To combine the individual insights
from these experts, specific rules were employed.
The Dempster-Shafer (DS) combination rule was
initially the most popular choice, though numerous
alternative versions have emerged since then. This
DS combination rule utilizes a normalization
factor (1 — k) to reconcile information gathered
from diverse sources, disregarding any conflicting
evidence during this normalization process. The
rule operates on an AND-type principle to merge
insights from independent sources. For instance, if
m (pa) and m,(pb) represent two pieces of evidence
regarding the same occurrence from separate
experts, the DS combination rule applies Eq.1 to
integrate this evidence.

0 forp, =0

2 oo™ (P23 (D) ey
1-k

m_, (pz) =

forp, #QD

In the aforementioned equation, m;_,
signifies the joint expertise of the two specialists
regarding the event, while k quantifies the level of
disagreement between them. This is established in
the following manner (see Eq. 2):

Kzzpaﬁpbzgml(pa)xmz (pb) (2)

These findings were then fed into a Bayesian
Network constructed with GeNle software,
facilitating probabilistic reasoning and sensitivity

[Do!

Bel (%) Pl (%)

1.0 4.0

analysis based on the latest evidence.

3. RESULTS AND DISCUSSION

The main findings are as follows:

- A fault tree was developed featuring 47
fundamental events and 23 intermediate events.

- Values for BPA, Belief (Bel), and Plausibility
(P1) were determined for each fundamental event
using expert contributions.

- A Bayesian Network was created that
integrates probabilities derived from DST as shown
in Figure 1.

- The concluding estimates for fire probability
show in Table 1.

This research  highlights that interval
probabilities (Bel-Pl) offer a more dependable
depiction of uncertainty compared to single-point
estimates. By utilizing Dempster-Shafer Theory
(DST), the study incorporated expert uncertainty
(expressed as “I don’t know”), which minimized the
pressure to make definitive choices and improved
clarity in probabilistic reasoning. Interval-based
measures prove to be more effective at addressing
epistemic uncertainty, especially when there is
a lack of empirical data, unlike traditional point-
based probabilities. The combination of DST
with Bayesian Networks (BN) allows for the
flexible updating of probabilities in light of new
information, all while preserving the ability to
follow causal links.

Previous models based on DST often restricted
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the number of expert inputs due to the complexity
of calculations. This study addresses that limitation
by developing a coding system that processes DST
calculations for combinations involving five experts
across 243 different scenarios, thereby enhancing
the system’s robustness.

4. CONCLUSIONS

This research introduced an innovative hybrid
DST-BN framework aimed at evaluating fire risks
in fixed-roof oil tanks. The key takeaways include:
o The DST-BN model effectively merges
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incomplete, contradictory, and uncertain data.
Interval probabilities (Bel-Pl) help mitigate
overconfidence that can come with point
estimates.

The computational coding facilitates the practical
use of multi-expert DST in real-life applications.
This method improves both accuracy and
reliability in predicting fire risks within complex
industrial settings.

Future research could consider the integration
of real-time sensor data and Al-driven decision-
making systems.
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1. Basic Probability Assignment
2. Belief
3. Plausibility
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3. Bayesian Networks
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1. incompleteness
2. incoherency
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4. Frame of Discernment (FOD)
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1. Top Event
2. Intermediate Event
3. Basic Event
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1. Normalization factor
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3. Level Alarm Low

4. Level Alarm High High

5. Automated Tank Gauging

6. Automated Overfill Prevention System
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1. Conditional Proability Tables
2. d-separation
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