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ABSTRACT

Introduction: Risk assessment is a scale for predicting reliability and can manage interactions between
components and process variables. Moreover, the reliability of one component or barrier affects the
overall risk of the system. Being one of the most critical safety barriers of the storage tank, the failures of
Fixed Foam Systems (FFS) on demand can result in severe consequences. FFS, is of grave importance in
decreasing the risks associated with fires and damages.

Material and Methods: This study aims to determine the probability of root causes related to FFS failure
through Fuzzy Fault Tree Analysis (FFTA) to estimate system reliability. In conventional fault tree analysis,
accurate data is usually used to assess the failure probability of basic events. Therefore, the introduced
approaches were employed to quantify failure probabilities and uncertainty handling. Finally, system
reliability was estimated according to the failure probability of the top event.

Results: The findings showed that 13 baseline events involved FFS performance. According to the results,
failures of cable path and detection system (or resistance temperature detectors), set the activation
switch (multi-position) incorrectly, and foam makers not continuously running are the three most critical
basic events influencing the reliability of fixed foam systems. In addition, this paper estimated the system
reliability at 0.8470

Conclusion: The results showed that the FFTA could be used in matters such as reliability evaluation
failure and risk assessment using experts’ judgment. This paper can also show the adaptation of the fuzzy
approach to assess the failure probability of the basic event in the fault tree analysis (FTA).
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1. INTRODUCTION

Fuel storage areas usually contain a high density
of valuable products and can pose devastating
consequences in case of cascading fires or
explosions. Fires in industrial storage may cause
a series of secondary fires and quickly spread to
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adjacent equipment and products. Despite the
strict guidelines of American Petroleum Institute
(API) 650 and National Fire Protection Association
(NFPA) for fire protection and safe administration
of storage tanks, fire incidents still occur in storage
tanks. Evidence shows that between 1950 and 2018,
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480 fires occurred in storage tanks worldwide.
These incidents demonstrate the long-run risk of
fire in storage tanks, the implications of potential
environmental and human issues, and the necessity
to prevent similar accidents in the future. Most
of the destruction in these incidents stems from
the delayed actuation of fire protection systems.
The fire protection system is an inevitable safety
barrier that prevents fire occurrences. The foaming
mechanism is an operational defensive solution
that prevents fire in storage tanks, particularly in
flammable liquids.

Various methods are applied to study system
reliability. There is widespread interest in using
fault tree analysis (FTA) as an efficient tool to
analyze system safety and reliability risks. FTA
is a graphical analytic technique that focuses on
the failure behavior of systems by determining
potential hazardous states. Furthermore, it can
easily estimate unwanted events based on the
crisp failure probabilities of system components.
Applying quantitative FTA to evaluate system
reliability requires knowing the exact failure data of
individual basic events (BEs).

Therefore, to handle these limitations related
to FTA, one possible way is the fuzzy fault tree
analysis (or FFTA), which is an extended form
of FTA with fuzzy set theory. In addition, FFTA
offers good potential to deal with highly missing
data and subjective judgments. We proposed an
investigation model based on FFTA to analyze the
system reliability of a fixed foam in a storage tank
by integrating FTA into a fuzzy set to circumvent
actual data inadequacy. Tyagi et al. employed
FFTA for the safety and reliability of an electric
power transformer. Recently, Salunkhe and
Deshpande have worked on FFTA for the reliability
estimation of a flash vessel in an ammonia storage
tank. The findings suggest the potential of FFTA
to overcome the limitations of conventional FTA
methods, which can also analyze the system’s
reliability.

Like other engineering systems, various factors
may cause a fixed foam system to fail. Therefore,
the present work was implemented to assess the
probabilistic reliability of the fixed foam system
based on FFTA. This paper is structured as follows:
Section 1 introduces the procedures of FFTA.
Section 2 evaluates the application of FFTA to
estimate the reliability of the fixed foam system
used in the petrochemical industry. Section 3
presents the discussion, results, and conclusions.

2. MATERIAL AND METHODS
Fuzzy Fault Tree Analysis (FFTA): As
mentioned, to cope with missing data, there is a
need to apply the fuzzy theory. Fuzzy sets can handle
uncertainty by considering the interrelationships
between influencing factors. A framework is
introduced based on the FFTA, which can be used
to analyze fixed foam reliability in a storage tank.
The framework is organized into six steps.
Constructing Fault Tree (FT): At first, FT
diagram is built once the top event (TE) is
determined. The TE seems like an unwanted
event with potential fire and the fire spreading
consequences. The FT addresses the chain of events
resulting in the TE using logic gates (AND/OR).
After defining TE, collecting data, and identifying
possible events through interviews, we used
processed information and recorded inspections
to complete the FT. Various mechanisms may
challenge the reliability of fixed foam systems in
the storage tank, and this possibility can be caused
by maintenance methods, system design, and
environmental and external factors. Finally, the
accuracy of the FT was evaluated by experts.
Obtaining possibilities based on expert
judgments: As obtaining failure data in engineering
equipment is complicated, achieving possibilities
using linguistic terms is a practical solution. In
addition, the usual evaluation of fuzzy linguistic
terms and their values are converted into trapezoidal
fuzzy numbers (Table 1). Several factors, such as
individual perspectives and goals, can influence
the views of experts. Therefore, expert views
can be outlined following personal experiences,
education, and other factors using a more reliable
approach that rates experts with weighted scores.
Aggregating obtained possibilities:  After
exchanging the linguistic terms for fuzzy numbers,
the fuzzy numbers must be aggregated to set the
fuzzy possibility. The current study selected the
linear opinion pool method offered by Chemin and
Winkler. Aggregated fuzzy possibility set is defined
as:

Mg (BE;) = Z;Wjﬂi,
=

Here, 1, is the aggregated Fuzzy number of
each BE, W, repersents the weight of expert ;, and
#; fuzzy numbers of BE ! judged by the expert, m
refers to the total number of experts, and 7 is the
total number of BEs.
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Table 1: Possibility of failure and trapezoidal fuzzy number

Linguistic terms

Possibility of failure

Very low (VL)
Low (L)
Medium (M)
High (H)

Very high (VH)

Fuzzy membership
function
(0.0,0.0,0.1,0.2)

(0.1, 0.25, 0.25, 0.4)
(0.3,0.5,0.6,0.7)
(0.6, 0.75, 0.85, 0.9)
(0.8,09,1,1)

Table 2: Probability and priority of minimal cut sets and basic events leading to the top event

MCS01 BEO1 Foam supply is unavailable
MCS02 BE02 Water supply is unavailable
MCS03 BE03 Line valves failure
MCS04 BE04 Large leakage in lines and fittings
MCS05 BEO5 Foam failure
MCS06 BEO6 Logic solver fails on demand
Set the activation switch (multi

MCS07 BE07 .

position) wrongly
MCS08 BEO0S High risk acceptance of boardman
MCS09 BE09 Alarm detection error
MCS10 BEL0 Proportioning system fails on

demand
MCS11 BELL Foam makers are not continuously
on demand.

MCS12 BE12 Defect in buzzer and warning lamp
MCS13 9T Failure of cable path and detection

system (RTD) on demand

Defuzzifying of aggregated expert judgment:
Among fuzzy decision analysis steps, defuzzification
is one of the essential computational issues. This step
is used for transforming triangular or trapezoidal
numbers into crisp numbers. The defuzzification
of trapezoidal fuzzy numbers H =(a,,a,,a;,a,)
employed CoA-defuzzification can be illustrated
below:

Y 21 (a4—a3)2 —a,a, —(a1 +a2)2 +a,a,
3 (a,+a,—a,—a,)

(2)

Converting  possibilities to  probabilities:
Lavassani et al. and Yazdi applied Onisawa’s
suggested technique to convert fuzzy possibility
score (FPS) into fuzzy probability (FP). According
to their approach, Eq. (3) shows how FPS can be
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2.61E-03 10
6.88E-04 12
1.58E-03 11
6.28E-03 8
6.39E-03 7
2.68E-03 9
1.39E-02 2
1.11E-02 1.66E-01
8.63E-03 6
1.22E-02 4
1.37E-02 3
1.64E-04 13
2.31E-02 1

covert into FP values:

0 FPS=0

FP

(3)

o FPS=0

Here, k=[(1-FPS)/FPS]" x2.301.

Ranking of Minimal Cut Sets (MCS) and
probability of TE: After computing the probability
of all BEs, the probability of TE, MCs, and their
ranking was determined through Equations (4-6).
The MCS is the notable element of the FT.

PMCS/ = HFPBE,. (4)
i=l

B =1_ﬁ(1_PMcs,) (5)
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17" =MCS,ITE (6)

Where, Fucs, represent as the probability of
MCs j, FP,, is as the probability of BE i, and 7,
shows as the probability of the TE. /" Fussell-
Vessel's measure is employed to rank the MCSs.

Reliability analysis of TE: Next to estimating
the probability of the top event by the FFTA, the
following equation can estimate system reliability:

R(X)=e™ (7)

Here, R(X) is the system reliability, 4 is the
annual failure rate, and ¢ represents the time
interval.

3. RESULTS AND DISCUSSION

Application: In this study, a method based on
FFTA was presented to analyze the root causes and
determine the failure probability of a fixed foam
system. Fixed foam systems include equipment
employed for tank firefighting in emergencies.
Therefore, estimating the fixed foam system
reliability in fire hazard risk assessment may be
crucial to preventing cascading fires. Thus, the BEs
were determined using the opinions of qualified
experts and treating data.

As stated in experts’ opinions and the results of
previous studies, five Intermediate Events (IE) and
thirteen basic events (BE) all lead to TE through
the OR gates. It should be noted that when drawing
an FT, the occurrence of any of the BEs is sufficient
for the failure of the fixed foam system. Based on
the studies, failure and inefficiency of foam systems
include detection defects and electrical systems
failures (defects in buzzers and warning lamps),
failure in the executing pathway (valve failure
and large leaks in the path), and Boardman’s error
(high-risk acceptance of Boardman).

According to the characteristics of each expert,
we calculated the weights of the five experts chosen
to evaluate the probabilities as 0.147, 0.230, 0.230,
0.163, and 0.230. After applying the weight of
experts to their opinions, the questionnaire was
administered to them. Additionally, the probability
and priority of MCS and BEs obtained by the fuzzy
set theory are presented in Table 2.

When the probability of all BEs is estimated,
it is time to compute TE and IEs. In this respect,

the failure probability of the TE was estimated at
0.1660 per year. The main objective of many safety
and reliability analyses is to recognize critical MCs.
Based on the results, failure of the cable path and
detection system (or RTD failures) were the highest
risks (Table 2). According to the failure probability
of TE and Eq. (7), the system’s reliability was 0.8470.
Generally, in evaluating the reliability of the foam
system, human aspects (Boardman errors) can be
impressive as an IE. Therefore, in comparing the
present study with the global foam system failure,
human intervention and its effect on reliability are
also considered in the present study. In the global
foam system failure identified foam maker (56.6%),
proportioning (22.9%), and water supply (12.65%).
The most involved failures in our investigation were
related to the cable path and detection system (or
RTD failures) (22.4%), incorrect adjustment of the
set the activation switch (multi-position) (13.5%),
and foam maker not continuously running (13.3%).

4. CONCLUSIONS

We used fuzzy FTA methods to evaluate the
reliability of fixed foam systems. The results show
that FFTA is an alternative solution to overcome
the limitation of quantitative FT and provide a
reliability assessment based on expert experiences.
This analysis method can estimate the reliability of
this fixed foam system effectively. We found that
the system’s reliability (R(X)=e") is about 85%.
The failure probability of this system has a high
risk with a low probability and could significantly
prevent cascading fires. The RTD failures, set the
activation switch (multi-position) wrongly, and
foam makers not continuously running are the three
most important factors influencing the reliability of
fixed foam systems on demand. Although our work
was designed to assess the reliability of fixed foam
systems, it can also be used to evaluate the reliability
of other safety system. Thus, it is suggested that the
introduced approach should be used to analyze the
reliability of other safety barriers of storage tanks.
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